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About this report

In this report, we have selected and summarized 3 topics that are considered to be especially
notable among the various information security incidents and events that occurred during March
2023. The following summaries provide brief overviews of these three topics:

CHAPTER 1
"Blackbaud pays $3 million for botched disclosure

of cyberattack"

+ On March 9, the United States' Securities and Exchange Commission (SEC) announced that Blackbaud, a cloud
software company, had agreed to pay $3 million to settle disclosures that led investors to misjudge the 2020 ran
somware attack that stole more than 1 million files.

« In its initial statement, Blackbaud denied that the attackers had unauthorized access to bank account information
and other information, When in fact access did occur. It also failed to disclose information in a timely manner. The
SEC considered these to be important issues.

« This incident also highlights the fact that it is an important responsibility for investors to ensure that policies and
procedures are reviewed and prepared by members of a company's board of directors or their technology and
security departments to inform them timeously of any incidents that may occur.

CHAPTER 2
"The APT Activities of Kimsuky, a North Korean Hacker"

« In March, targeted emails believed to be from Kimsuky, a North Korean APT group, were detected. Aiming to
steal information related to the situation on the Korean Peninsula, Kimsuky carried out malware attacks against
South Korean government agencies, think tanks and experts, as well as against Japan, the United States, Russia
and European countries.

+ In response to the flurry of activity, German and South Korean intelligence agencies called attention to Kimsuky's
attacks which involved clever schemes to use browser extensions and Google account syncing on Android
devices. North Korea's cyber-attacks occur against the backdrop of its ongoing missile development. Kimsuky's
activities are likely to continue. This kind of activity represents an evolving threat of infiltration which requires
vigilance from security teams.

"Owner of BreachForums, the world's largest hacker forum,
arrested”

+ On March 15, the FBI arrested New York resident Conor Brian Fitzpatrick, owner of BreachForums, the world's
largest hacker forum.

- Fitzpatrick, who identified himself as "pompompurin,’ was a well-known cybercriminal on the dark net. He used
Tor and VPN connections to hide his real whereabouts, but the FBI was able to determine that he was pompom-
purin by analyzing data which included the database of RaidForums, which was shut down last year.

+ The FBI also obtained the BreachForums database as part of this investigation. Analysis of the database is ex
pected to help identify other cybercriminals who were active on the forum.




1. Blackbaud pays $3 million for botched
disclosure of cyberattack

1.1. Overview

On March 9, 2023, the US Securities and
Exchange Commission (Hereafter, SEC)
announced that Blackbaud had agreed
to pay a $3 million civil penalty to SEC
to settle charges related to misleading
disclosures of a 2020 ransomware
attack that resulted in investors being
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misled. [*]1

1.2. About Blackbaud

e
"

Figure 1 Press Release by SEC

Blackbaud is a cloud software company headquartered in Charleston, South Carolina. [*]2

It provides CRM (customer relationship management software) to a variety of nonprofit
organizations, including charities, schools, higher education institutions, medical institutions,
and religious/cultural organizations. Through its services, it raises and invests more than $100
billion annually Over $100 billion has been fundraised on its platform and is used in more than
100 countries. [*]3 It is publicly traded on the NASDAQ, with revenues of $1.1 billion in 2022. [*]4
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1.3. Ransomware attack

Unauthorized access revealed

Starting in February 2020, someone had been illegally accessing Blackbaud's systems. The
company's technical staff discovered this on May 14 of that year. By the 20th, the cybersecurity
team, with the help of law enforcement and others, blocked the attackers' entry route,
preventing employees from losing access to the system and attackers from fully encrypting
files. Unfortunately some copies of the data had already been deleted (and stolen) from the
company's self-hosted environment. The attackers continued to attempt to regain access to the
system, but by June 3 they stopped their attempts. [*]5 [*]6

The attackers left multiple messages on the company's systems saying they had stolen data
about customers and were demanding a ransom in bitcoin, and on June 18 they notified the
company which files they had stolen. [*]7 [*]8

The company's cybersecurity officials consulted third-party vendors and contacted the attackers.
In the end, Blackbaud paid a ransom in exchange for the attackers' promise to destroy the data
they had on hand.” No group or person has been publicly identified as responsible for the attack.

Disclosure of the incident ’

On July 16, Blackbaud disclosed the breach for the first time and also notified affected customer
organizations. The company said the attackers did not access credit card information, bank
account details or Social Security numbers. However, this determination was not based on the
contents of the leaked files, but rather on an analysis of file names.

In the days following the disclosure of the incident, Blackbaud received more than 1,000
communications from client organizations. Many organizations raised concerns, including that
sensitive data about donors, such as those listed above, were stored in unencrypted data areas.

About payment of ransom

At the time of disclosure of the incident, a Blackbaud spokesperson said that the company had
been working with third-party experts to communicate with cybercriminals and paid ransoms
when there was reliable confirmation that data copies had been destroyed. As a precaution,

it had hired an outside party to monitor the Internet, including the dark web, but had found no
evidence that the breach had been made public. [¥]9 The company's press release also stated
that, given the nature of the incident and the findings of the investigation, there was no reason to
believe any data was misused or released. [*]10

However, there was no objective way to verify whether a criminal really has destroyed data, and
Blackbaud's decision to take the other person's word for it and pay the ransom drew criticism.

In 2020, as now, the FBI did not recommend or support victims to pay ransoms. This is because
there are no assurances that attackers will not retain or exploit stolen data, or that organizations
will regain access to it (if systems are encrypted). Rather there is also a possibility that payment
of ransoms will embolden attackers to target more organizations in the future, or that other
criminals will become interested in and involved in ransomware attacks. [*]11 [*]12
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Victims7[*13] [*]14 [*]15

More than 1 million files were compromised in the attack, which included a variety of customer
data, including individuals' names, addresses, donation histories, and information about their
spouses and assets.

More than 13,000 organizations, or about 1/4 of the company's customers, were affected by the
data breach. These included the British Labour Party and the international human rights group
Human Rights Watch. The number of individuals further affected is believed to be more than 10
million in healthcare alone. Others, such as the Boy Scouts of America alumni network of

50 million, raised concerns about the widespread impact of the breach.

1.4. Updating Important Information

Revision of Disclosure Information

On September 29, the company filed a material affairs report, Form 8-K, on the incident with
SEC, saying that in the cases of some of the impacted customers, cybercriminals may have
accessed unencrypted data including Bank account information, Social Security numbers, user
names and passwords. [*]16 The new facts were also notified to the customers involved, but it
had already been two and a half months since the incident was made public.

Blackbaud Company Struggling to Respond

About 570 customers in the United States, United Kingdom and Canada demanded
reimbursement for costs related to the incident, according to Blackbaud's 2020 annual report.
[*¥]17 There were also 30 consumer class action lawsuits filed in the United States and Canada
alleging damages from Blackbaud's alleged actions/inactions related to the incident.

Blackbaud took a $10.4 million charge this year (for payments, including legal fees, to primarily
third-party service providers and consultants, and increased cybersecurity measures) to address
the incident. The estimated recovery from insurance was $9.4 million.

Securities Act Violations and Settlement with SEC 7 [*]18 [*]19
In the United States, SEC investigates and prosecutes companies for information leaks caused
by cyberattacks.

In a press release dated March 9, 2023, SEC said it found Blackbaud had violated (several
provisions contained in) two securities laws:

The first is the Securities Act of 1933, which deals with the disclosure obligations of stock
companies. This makes it illegal to obtain money or property by making a false statement or
omission of a material fact in the offering/sale of securities, etc., and to engage in a transaction,
practice or business process that is believed to be fraudulent or to function as a fraud against
the purchaser. The second is the Securities Exchange Act of 1934, which requires reporting

to SEC. It requires bond issuers to file quarterly reports with the Commission pursuant to the
Commission's rules, to include any material information in order to ensure that the statements
required in such reports are accurate, and to maintain disclosure controls and procedures to
process the information required to be disclosed in reports filed under this Act within the time
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period specified by the Commission's rules. Blackbaud, without acknowledging or denying the
Commission's findings, agreed to cease the violations and pay a $3 million civil penalty to settle
the case.

1.5. Problems with Blackbaud's response

The SEC stated that "Public companies have an obligation to provide their investors with
accurate and timely material information; Blackbaud failed to do so" ™ The commission took
particular issue with two points:

1. Inadequate internal reporting system and delayed disclosure of updates 7 [*]20

Days after Blackbaud cited several important types of personal information and said they had
not been accessed when the incident was disclosed on July 16, its technical and customer
relations staff learned that the attackers had access to donors' bank account information
(stored in unencrypted form) and Social Security numbers. Nevertheless, none of the officials
reported this fact to the top management responsible for the company's disclosures. There
were also no policies or procedures for reporting. Thus, while the incident was mentioned in the
quarterly report, Form 10-Q, dated August 4, there was no mention of unauthorized access to the
above critical data. It is possible that the senior management did not learn the facts until weeks
after the report was submitted.

In addition to these management flaws, the fact that it took about two and a half months from
the initial disclosure of the incident until its update in late September drew scrutiny from SEC.

2. Assuming Facts 72

The aforementioned August quarterly report noted: “A compromise of our data security that
results in customer or donor personal or payment card data being obtained by unauthorized
persons could adversely affect our reputation with our customers and others, as well as our
operations, results of operations, financial condition and liquidity and could result in litigation
against us or the imposition of penalties.”

Commenting on the statement, the SEC said that Blackbaud's technical and customer

relations personnel were aware of unauthorized access to bank account information and

other information, but the company failed to include this important information in its quarterly
reports, making a misleading statement that was based on assumptions about the risk of
leaking confidential donor information. This problem, too, was caused by a lack of policies and
procedures in place to properly communicate information internally, so it is likely that the most
senior management was unaware of this. (It was not intended to purposefully omit important
information or mislead investors).

, O)NTT
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1.6. New cybersecurity rules

In 2011 and 2018, SEC issued Interpretive Guidance, which provided the Commission's views
on how existing rules should be interpreted for disclosure of cybersecurity risks and incidents.
[*]21 Since then, however, according to the Commission, while organizations have made
improvements in both handling of material security incidents and disclosure of security risk
management and governance, disclosure practices have been inconsistent. [¥]22

In an effort to revise the above guidance, in March 2022, the Commission released draft
cybersecurity regulations, in which it listed a variety of new requirements. For example, it
required organizations to disclose (1) critical incidents (Timing of disclosure is within four days
of the organization's judgment that an incident occurred), (2) corporate cybersecurity policies,
procedures, and governance, and (3) cybersecurity expertise of directors. [*]23 Given that the
cybersecurity rules are expected to be finalized in April 2023, it is expected that the SEC will
continue to actively investigate and prosecute cases.

1.7. Summary

The 2018 interpretive guidance from SEC requires companies to "Establish and maintain
appropriate and effective disclosure controls and procedures to enable accurate and timely
disclosure of important events, including cybersecurity related events" and also tells companies
to consider whether they need to reconsider/update past disclosures (even during the
investigation of a security incident) 2 [*¥]24 Blackbaud's failure to follow this guidance led to

a failure to adequately inform investors of material information, which also caused confusion
among many client organizations and individuals.

SEC's new cybersecurity rules, which require disclosure within four days of critical incidents
being confirmed, are expected to take effect soon. The EU's General Data Protection Regulation
(GDPR) also requires data breaches to be reported to regulators within 72 hours of becoming
aware of them.

It is also an important responsibility for investors to ensure that policies and procedures are
reviewed and prepared among corporate boards and members of technology and security to
ensure smooth disclosure of information about incidents that may occur suddenly, including
ransomware attacks.
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In March 2023, a targeted email was detected targeting experts on North Korea in South Korea
and thought to be from Kimsuky, an APT group affiliated with North Korea. Kimsuky has long
been active in sending targeted emails carrying malware infections to South Korea for
cyber-espionage purposes, including information theft and account hijacking.

In the same month, German and South Korean intelligence agencies issued a joint alert

(Fig. 3) on Kimsuky's activities. [*]25

JOINT CYBER SEBURITY -

ADVISORY

* Busdesamt fur y 2
| Verfasuangusuts 20 March, 2023

Warning on KIMSUKY' Cvber Actor's
| : :

Google's Browser and App Store Services

Fig. 3 Joint reminder by the German Federal Bureau of Investigation (BfV)
and the South Korean National Intelligence Service (NIS) [*]26

The main external intelligence agency tasked with gathering intelligence and conducting covert
operations in North Korea is the Reconnaissance General Bureau (RGB). Kimsuky is an APT
group (Figure 4) that is thought to be affiliated with the RGB and has been operating since
around 2012. [*]27

Kimsuky conducts cyber espionage activities targeting government agencies, think tanks and
experts for the purpose of gathering information on foreign and security issues, nuclear policies
and economic sanctions. The activities have been confirmed to have targeted South Korea, as
well as Japan, the United States, Russia and European countries.

Attacks use techniques such as social engineering, spear-phishing and waterhole attacks to
infect targets with malware and then steal information. Attack campaigns targeting South
Korean media and think tanks have been identified since early 2022, and South Korea's National
Police Agency said that between April and October 2022, Kimsuky sent targeted emails to
hundreds of foreign and security experts, stealing lists of personal information and email
addresses. [*]28 [*]29
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A panel of experts from the UN Security Council's North Korea Sanctions Committee, which
reported on Kimsuky's activities to date in its annual report released on April 5, 2023, places

Kimsuky as one of the leading APT groups in North Korea, along with the Lazarus Group (APT
38) and others known for attacks targeting crypto assets. [*]30 [*]31

ASSESSED STRUCTURE OF
DPRK CYBER PROGRAMS

Kim Jong-Un
Supreme Leader of DPRK

General Staff Department of the Korean People’s Army

Reconnaissance General Bureau (RGB)

Central Committee of the Ministry of
Workers' Party of Korea State Security

5th Bureau, Inter-Korean Affairs 3rd Bureau, Foreign Intelligence

p - ~

w
Lab 110 Bureau 325

United Front TEMP.Hermit
Department (UFD)

Efforts

Other RGB Bureaus
1st Bureau, Operations
2nd Bureau, Reconnaissance
6th Bureau, Technology
7th Bureau, Support
(4th bureau likely does not exist)

Officlal Government Agency

. Mandiant-Tracked Named Intrusion Set
U Recently established special group )
. Open source name M A N D I A N T

Figure 4 Kimsuky in the North Korean Cyber Attack Organization Chart [*]32
(* Kimsuky's location is circled in red in the figure created by Mandiant.)
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2.3. Kimsuky's recent targeted email attack

On March 7, 2023, experts on North Korea in South Korea received a targeted email. The sender's
name was spoofed to a current news reporter at KBS, South Korea's public television station. The
subject line read, "KBS. | want an interview with KBS." The text requested an interview with an
expert with knowledge of the relationship between North Korea's rapidly rising missile threat and
external affairs, and requested a response (Fig. 5).

When the recipient responded to the request, they would receive an email with a ZIP file attached
(Fig. 6). Analysis by South Korean security firm AhnLab found that the ZIP file contained a CHM
file (a Windows help file) disguised as a questionnaire, and that opening the CHM file would run
a script to infect it with information-stealing malware. [*]33

Figure 5 Targeted emails

i i KB *| 34
disguised as KBS coverage [] 3 Figure 6 File attachment

emails received in reply [*]35

Based on the similarity to previously identified targeted attacks, the attack was assessed to have
been carried out by Kimsuky. Other emails disguised as coming from South Korea's National
Pension Service and the Cyber Safety Bureau of the National Police Agency were observed
around the same time. They are also believed to be targeted attacks initiated by North Korea's
APT group.
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On March 20, the German Federal Bureau of Investigation (BfV) and South Korea's National
Intelligence Service (NIS), both intelligence agencies, issued a joint alert on Kimsuky's active
cyber espionage activities. [¥]36 The joint alert appears to be prompted by Kimsuky's use of
targeted email to target South Korean and German entities over the past several years. It goes
on to warn that an analysis of recently observed attack campaign techniques indicates that the
attacks have escalated to targeting "global think tanks in diplomacy and security with North
Korea."

The alert outlines another form of information-stealing, using targeted emails as an entry point,
that differs from the March attack described earlier. There are two types of attacks, one in which
malicious browser extensions are installed (Fig. 7), and the other in which malicious apps are
automatically delivered to Android devices (Fig. 8). It is believed that these attacks circumvent
security settings such as two-factor authentication and create a backdoor, with the aim of
continuing to steal information without the target noticing.

I 1.3

Install malicious extension : Steal Gmall SendtoaC2

Chioma browear } M
mandfest. jpon
E b j= — .
i 1 S ) r B C2 Sapysr
g 128 png Using linked 1
automaticaly Google Browser's attacker
Dentcenls AP Ao o oo
* Exarnpe of stealing Ganai conbents i the Chrovme Inovses

1 Targeted emails induce users to install malicious browser extensions linked to emails
2 Installed browser extensions steal Gmail account contents

3 Browser extension sends stolen information to attacker's server

Figure 7 Browser extension for information theft, installed through targeted mail attack (from reminder)
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Steal Google account Upload amalicious app .

s s &

N3 1 J'A

@ p

Upload ‘malicious app’
onGoole Play Console  Google Play
for internal testing nsole

Request install app R Transmitting to the victim

c>@® »
Loginto i Automatically install
target’s Google Google Play L
- e - GoogJe Pldy

1 Steal target's Google account through targeted mail

2 Upload malicious apps to developer's Google Play account

malicious app by
Synchronization

3 Unauthorized access to stolen target's Google account. Register the account on the developer's Google Play

4 Malicious apps from Google Play are automatically delivered to Android devices tied to the target's Google account

Figure 8 Malicious app installation on Android devices through targeted mail attack (from reminder)

2.5. Summary

In its most recent annual report, the UNSC Sanctions
Committee on North Korea recommended that Ri
Chang-ho, director general of the Reconnaissance General
Bureau, which oversees the Kimsuky and other groups
(Fig. 9), be added to the sanctions list, suggesting that the
international community is alarmed by the activities of the
North Korean APT group. [*¥]37 [*]38 Also, on April 7, 2023,
in a joint statement expressing strong condemnation of
North Korea's repeated ballistic missile launches and
moves to develop nuclear weapons, senior officials from
Japan, the United States, and South Korea expressed
deep concern over money theft, money laundering, and
intelligence gathering through malicious cyber activities in
support of North Korea's national interests. [*]39 [*]40
Now that North Korea is escalating its threats, Kimsuky's
cyber espionage activities are expected to continue

to flourish, and we need to be vigilant against various
evolving means of infiltration, as noted in the alert.

13

Figure 9: Li Changho
Director General,
Reconnaissance

General Bureau
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3. Owner of BreachForums, the world's
largest hacker forum, arrested

3.1. Overview

On March 15, the FBI arrested Conor Brian Fitzpatrick of New York, owner of BreachForums,
the world's largest hacker forum. [¥]41 He identified himself on the darknet as a Japanese

character called pompompurin.
Around March 20, as a result of a takedown, the BreachForums website became unavailable
and displayed an error to anyone visiting the site.

pompompurin
Bossman
Status: Offline (Last Visit: March 15, 2023, 03:53 PM)

pompompurin's Forum Info

ADMINISTRATOR

Joined:
March 4, 2022

Time Spent Online:

2 Months. 1 Week. 1 Da

pompompurin's Forum Statistics

Total Threads:
4 (0.83 threads per day

Total Posts:
4,182 (11.04 posts

Reputation

Figure 10 Fitzpatrick's profile screen

3.2. What is BreachForums?

502 - Bad Gateway . Thal's an error

Looks like we have got an invalid response from the
upstream server. That's all we know,

Figure 11 BreachForums error screen

BreachForums was founded in April 2022 by a man who identified himself as pompompurin.

It was a hacker forum where the sale and purchase of leaked information stolen through
cyberattacks and the exchange of information about attack methods were conducted. It opened
shortly after another hacker forum, RaidForums, which was the largest in the world at the time,
was shut down by a joint Western investigation. As a result, it started by recruiting RaidForums’
users and then proceeded to attract more hackers. By June of that year, it handled more than
10.9 billion records of compromised data. Pompompurin posted that it had "surpassed the
number of records on RaidForums," making BreachForums the largest hacker forum in the world.

We have officially beat RaidFo

by pompompurin - Thursday June 30, 2022 af

pompompurin

ADMINISTRATOR

Cyber Security Reports 2023.03
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Figure 12 Post claims to have overtaken RaidForums

14



3.3. 'Pompompurin’' and the circumstances of his arrest

Who is pompompurin?

Fitzpatrick, who went by the name "pompompurin’ on the dark net, was active on the RaidForums
and Russian hacker boards before BreachForums launched. Before that, he was a well-known
cybercriminal who attacked a variety of companies and organizations, including hacking FBI

mail servers to send fake email alerts from legitimate FBI email addresses notifiying recipients
that their systems were being attacked and their data was being stolen, and stealing and selling
customer data from Robinhood, a popular investment app in the United States. [*]42 [*]43

Background of his arrest

When Fitzpatrick acted as pompompurin, he usually used Tor or a VPN connection to keep his
source IP address secret so that his real whereabouts remained unknown. [¥]44 But when the
VPN connection failed, the FBI detected that he was logging into BreachForums' system from his
own provider's IP address. This was one of the decisive factors in his arrest.

Separately, the FBI also owns a closed RaidForums database, whose analysis also provided
evidence leading to the arrest. For example, in chatting with the owner of RaidForums about the
leaked database of an app used by pompompurin, the FBI found that he told them that his email
address "conorfitzpatrick02 @ gmail [.] com" was not included in the leaked database. [*]45 In
addition, they were able to obtain records from Google showing that Fitzpatrick was actually
using that address. Building on this evidence, the FBI determined and confirmed that Fitzpatrick
was the pompompurin.

3.4. Moves to close BreachForums

In addition to Fitzpatrick, BreachForums had several other administrators. One of them,

who goes by the name "Baphomet", posted messages on Telegram and his own site telling
people what was going on in an attempt to keep the community alive. After Fitzpatrick's

arrest, Baphomet initially considered shutting down BreachForums and moving it into a

new environment. However, the discovery of a login history that did not belong to him or his
associates, led to the suspicion that the FBI might be using Fitzpatrick's PC and information
such as his ID/password to access the platform and copy data and source code. As a result,
Baphomet and the remaining administrators decided to close BreachForums because they were
concerned that even the source code may have been acquired by authorities. They set up a
group on Telegram where users can join and talk to each other about what the future holds, but
so far there's been no concrete action on opening a new forum.

Although several new hacker forums have sprung up since the shutdown, Baphomet insists

he has nothing to do with them. To date, none appear to be attracting users as quickly as
BreachForums did after the closure of RaidForums. [¥]46
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3.5. Summary

After the closure of RaidForums, the owner of BreachForums, which effectively took over as

the world's largest hacker forum, was arrested and the forum was shut down. The remaining
administrators, including Baphomet, also appear to be exercising caution, having failed to launch
a new forum at this time. The closure of BreachForums seems to have dealt a significant blow
to its administrators and users.

The FBI also obtained the BreachForums database as part of this investigation. Its analysis is
expected to help identify other cybercriminals who were active on the forum.

Figure 13 The Baphomet Website

Just confirming what Arm said already. None of the new forums are related to us, and | do
not provide any information on our users for them to confirm your previous identity within

our community. Feel free to join these forums, just please be cautious as always.

s “ . @ 9 é T a
o 2

Figure 14 Baphomet's Telegram Post That Emerging Forums Have Nothing To Do With them
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Disclaimer

While we do our best to be accurate in the content of this article, we do not guarantee its
accuracy and will not compensate you for any damages or losses arising from your use of
this article. If you have any questions or concerns regarding typographical errors, errors in
content, or other matters pointed out in the article, please contact us at the address below.

Contact: NTT Security Japan Inc.
OSINT Monitoring Team, Consulting Services Department
Email address: WA_Advisorysupport@ntt.com
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